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Importance of network security

1. ABREENE 2. EXEIE  AREIRSE

Overview of (IDS)- ARBhE %4 (IPS)-
Network Security S5 ELIE
Basic concepts: IDS, IPS, Vulnerability
Scanning
2. pfSense # 1. pfSense M4 (EEINEEMEZR)
OpenVAS BiR What is pfSense? (Key features and
TENE benefits)
Introductionto 2. OpenVAS W48 (XZEIhEEFMES)
pfSense and What is OpenVAS? (Key features and
OpenVAS benefits)
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1. ZERYIGBERE

Installation and initial configuration
2. 1Bf% pfSense TH

Understanding the pfSense
Dashboard

1. ZENMEBEARENZ%
Installing and configuring the IDS

3. pfSense Ei#

pfSense Basics

4. {£HR pfSense
package
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Understanding IDS rules and
Setting Up IDS

with pfSense

signatures
3. EIEMEEPXERA

Creating and managing firewall rules
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The role of vulnerability scanning in

5. BERLIFHNAR

Understandin :
9 network security

SSRFHMERRKERRN
Types of scans and their purposes
1. ZRRYKEE
6. OpenVAS Ei# Installation and initial setup
OpenVAS Basics 2. E&fit OpenVAS 7T HE
Navigating the OpenVAS interface
iR E SR ImE BIR
Setting up a scan target
AT RZHESa R
Running and scheduling scans
1. DERLFEHMERS
Analyzing scan reports
2. BREmEUTARNES

Understanding severity ratings and

Vulnerability
Scanning

7. SaRhfEREEEL
Configuring and

Running Scans

8. METEERLIFIEA
R

Interpreting Scan

Results i
recommendations

e (FEMIRIRECE:

* 1§58 : X86-based CPU 8*core, 16 GB RAM, 1T SSD,
OS:Windows-Preferred

* BRES . fEH Virtual BOX Z2% pfSense ALK OpenVAS on Kali

Linux
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